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EXECUTIVE SUMMARY 

LEVEL OF ASSURANCE: (SEE APPENDIX I FOR DEFINITIONS) 

Design Moderate  
Generally, a sound system of internal control designed to achieve 
system objectives with some exceptions. 

Effectiveness Moderate  
Evidence of non-compliance with some controls, that may put 
some of the system objectives at risk. 

SUMMARY OF RECOMMENDATIONS: (SEE APPENDIX I) 

High 0 

Medium 2 

Low 0 

TOTAL NUMBER OF RECOMMENDATIONS: 2 

CRR REFERENCE 

R26 - Failure to deliver channel shift, through lack of customer engagement or undelivered 
processes 

BACKGROUND 

As part of the Council’s restructure, a procurement process was undertaken for a new 
customer relationship management (CRM) system. This procurement was led by  consultants 
Ignite with an understanding that a channel shift was needed to achieve the expected savings 
through  an improved CRM system, with the ability for customers to ‘selfserve’, which would 
improve efficiency and free up officer time. Firmstep was already in place at the Council, 
being used as an electronic forms system. The outcome of the procurement process was to 
enter into a contract with Firmstep for an enhanced product that would deliver a full end to 
end CRM system (Dash) that would integrate with the e-forms system 

Dash went live in October 2019. Whilst it has improved the ability of customers to submit 
information online and access help from home, issues have been encountered with how Dash 
interacts with  back-office systems.  

The main issue identified post implementation of the CRM system was the system’s inability 
to link to the Council’s other back-office systems, which has resulted in large amounts of 
duplication. In order for front and back office systems to exchange information smoothly it  is 
necessary to have as a full suite of Applications  Programmer  Interface (API’s) . These were 
not purchased as part of the procurement process due to cost (both the cost of the purchasing 
of the API’s and resources to implement them). This has resulted in significant duplication of 
work which has involved having to carry out manual intervention between the different back-
office systems, which has led to data being input twice. It is also a requirement to have two 
systems open to initiate a customer action. 

Other issues with the CRM system include the system’s inability to allow cases to be viewed 
once they have been submitted and therefore If a customer wants to include further 
information to support their case, they will have to submit a new form which would not be 
linked to the original form and as such, they may not be processed together. This has led to 
complaints from the customer if they have received a notification from the Council to inform 
them their case has been closed but they do not feel their case has been satisfactory resolved. 
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It also prevents Case Officers being able to view a full case history via Dash, which again 
causes inefficiencies. 

Performance Management is also problematic as there is not an inbuilt function which allows 
performance management data to be gathered.  This leads to issues with reviewing staff 
performance. 

GOOD PRACTICE 

The following areas of good practice were identified: 

• Key Performance Indicators (KPI’s) have been set for the customer relationship
management system and are reported to the Senior Leadership Team at monthly
meetings through the balanced scorecard. Any exceptions to delivery are reported to
members at quarterly meetings.

• The Council is taking the following actions and steps to improve the processes in
place regarding customer relationship management:

o The Council is planning to move away from Firmstep and implement a new
system called Dynamics 365. This is the Council's long term strategic
objective.

o The CRM supplier was brought in to undertake a health check of the system
and provide guidance and recommendations on how to improve it soon after
implementation.

o The sign-off for the development of the Dynamics 365 system was received
at the December 2021 Project Board Meeting

o The Council has won joint funding with Colchester and Tendring Council to
start developing a Dynamics Customer Relationship Management tool

o The Council are undertaking collaborative work through the Essex Online
Partnership to share learning

o The Council undertakes routine system upgrades and development work in
order to build on and improve the current Customer Relationship
Management System.

o The Council have developed a process improvement framework that sets
out the improvements they are making to customer journeys, which
includes the work they have undertaken on the Customer Relationship
Management system to improve the customer relationship process.

KEY FINDINGS 

• Benefits Realisation Document - A specific benefits realisation document was not
developed as part of the procurement process prior to the implementation of the
CRM system (Finding 1 – Medium)

• System limitations – The Council has not developed a sufficient issues log and is
unable to utilise this as part of its steps to address limitations of the current system
(Finding 2 – Medium)

CONCLUSION 

We noted a number of good practices the Council has in place in relation to the Council’s 

Customer Relationship Management (CRM) system including the robust reporting of KPI’s and 
exception reporting along with the Council’s work programmes to improve the customer 
relationship management process.  

However, a specific benefits realisation document was not developed as part of the 
procurement process prior to the implementation of the CRM system and the Council does not 
have a sufficient issues log which could be used to inform the development of the future 
Dynamics 365 system. 
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This has led us to conclude a moderate assurance over the design of the controls and a 
moderate assurance over the operational effectiveness of controls.  
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DETAILED FINDINGS 

RISK: EXPECTED BENEFITS OF THE CRM SYSTEM WERE NOT IDENTIFIED AS PART OF THE 
PROCUREMENT PROCESS AND/OR EXPECTED BENEFITS HAVE NOT BEEN REVIEWED TO ASSESS IF 
THEY HAVE BEEN ACHIEVED. 

Ref Significance Finding 

1 Medium Benefits Realisation Document 

The purpose of developing a Benefits Realisation document is to 
formally identify the specific benefits that a system aims to achieve 
post-implementation. The Benefits Realisation document also sets out 
how these benefits will be planned for, tracked and realised through 
the implementation of the system. It is a vital part of the benefits 
management process that assessable measures are identified to ensure 
that expected benefits have been reviewed to assess if they have been 
achieved. 

A Benefits Realisation document was not developed as part of the 
procurement of the CRM system.  

We acknowledge that Ignite (the consultancy firm contracted by the 
Council to lead the transformation) led on the procurement of the CRM 
system and set a short timeframe between the procurement and 
implementation of the CRM system. The Council therefore did not have 
sufficient input into the procurement or the implementation stages of 
the system due to shortened timeframes set by Ignite. 

The risk to the Council of not developing a specific Benefits Realisation 
document prior to the implementation of the CRM system is that the 
success of the CRM system has no measurable criteria to be assessed 
against and therefore expected benefits cannot be 'realised' which 
could result in unexpected costs, poor resource allocation and the loss 
of employees’ productive time if the system fails to improve existing 
business practices within the organisation. 

RECOMMENDATION 

The Council should ensure a Benefits Realisation document is used as part of future projects. 
This includes the Dynamics 365 system which has been signed-off for development at the 
December 2021 Project Board Meeting. The Benefits Realisation document for the Dynamics 
365 procurement, and future procurements, should include:  

• A description of the expected benefits to be achieved

• An outline of how expected benefits will be quantified and measured

• A definition of what the combined set of benefits looks like

• An outline of what systems and processes will be used to record the process of the
expected benefits

• An outline of the governance arrangements in place throughout and post-system
implementation.
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MANAGEMENT RESPONSE 

The procurement of the Firmstep CRM product was led by Ignite Consultancy as part of a full 
council transformation programme, which was undertaken at pace. As a result, no formal 
Benefits realisation document was produced specifically related the CRM system by Ignite. 

Early recognition by the Council of the system limitations resulted in a health check undertaken 
by the suppliers which confirmed that the system was unlikely to be able to operate effectively 
due to the new model of working that the Council had introduced.  

The project to develop a replacement for the Firmstep system will include a full benefits 
realisation document. There will be comprehensive user input into the project to clearly 
identify the systems requirements, reducing the risks that the benefits of the project will not 
be realised. 

The new Project Management Office (PMO) processes include a benefits section which outlines 
the benefit that will be realised for each project. This is included in the process templates and 
tracked as part of the project management reporting. When the original CRM system was 
implemented the PMO did not exist. 

Responsible Officer: Cheryl Hughes (Programmes, Performance and Governance Manager)
Grant Hulley (Lead Specialist: ICT Infrastructure) 

Implementation Date: July 2022 
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RISK: SINCE ITS ROLE OUT, THE COUNCIL HAS NOT TAKEN STEPS TO IDENTIFY AND ADDRESS 

THE LIMITATIONS OF THE SYSTEM.  

Ref Significance Finding 

2 Medium System Limitations 

Post-implementation reviews are undertaken following the 
implementation of a new system within an organisation to evaluate 
whether the objectives of the system have been met, to determine if 
the system was installed effectively, to learn lessons for the future and 
ensure that the organisation gets the best possible benefit from its 
implementation.  

Where system limitations have been identified, it is essential that the 
organisation takes steps to address the limitations of the system. 

We identified a number of issues the Council has encountered since the 
implementation of the system, such as: 

• The CRM system is not compatible with other Council systems
and does not link into the back-office systems, which results in
duplication of work

• The CRM System is unable to display a full case history. This
causes an issue because the current officer dealing with the
case is unable to see what previous action has been taken to
deal with the customer’s case and who the previous officer was
handling the case. This can lead to duplication of work and can
result in the Council appearing unprofessional if they are asking
the customer to provide details already provided.

• The CRM system has a poor search functionality – it is very hard
to find cases once they have been responded to or closed down
unless an officer has retained the case number

• Once an officer has responded to a case, the case closes,
however the case may not be resolved to the customer’s
satisfaction - this leads to customer dissatisfaction if they
choose to raise an additional query or come back on their
original query because a new case has to be opened

• Manual intervention between the different back-office systems
are required, which leads to data being entered twice; it is also
a requirement to have two systems open to initiate a customer
action

• There is an option to add case notes to the file, however, whilst
the system initially highlights in yellow that another user is
working on a customer case file, this alert disappears, resulting
in users being able to update case files notes, which creates
duplication of work

• Performance Management is inefficient as there is no way of
looking at the number of cases being dealt with by each
individual in the team. This makes it particularly hard to
effectively review individual staff performance.

We acknowledge that there is an issues log in operation at the Council 
where known issues with the system can be identified and recorded. 
However, on review of the issues log we identified: 
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• There is no indication of when the issue arose

• A priority rating has not been assigned to the issue

• There is not an assignment owner to determine who will be
responsible for resolving the issue

• There is not a target resolution date to determine the deadline
for resolving the issue.

As noted in the good practice section above, the Council has undertaken 
a number of actions to identify and address the limitations of the 
system. However, it has been acknowledged that to fully address the 
issues the Council would have to purchase a number of APIs (Application 
Programming Interfaces) to allow the CRM system to communicate with 
other back-office systems. This is considered too costly, resulting in the 
decision to implement Dynamics 365, with the aim of significant savings 
for the Council over the next three to five years.  

There is an acceptance that the additional, manual administrative work 
associated with the CRM system will continue until Dynamics 365 is in a 
position to be used consistently across the Council. As noted in Finding 
1, due to the Ignite-led procurement of the current system the Council 
was unable to fully assure itself that the system was sufficiently suited 
to its needs. This has resulted in a system which was quickly identified 
as not being fit for purpose 

If the limitations of the system are not sufficiently recorded and 
reviewed as part of the development and implementation of Dynamics 
365 there is an increased risk of poor allocation of resources, inefficient 
use of employees’ time and issues in other business areas which could 
lead to inadequate customer service. 

RECOMMENDATION 

A) The issues log should be updated to contain the following information:

• The type of issue identified

• Identifier - Record who discovered the issue

• Timing - Indicate when the issue was identified

• Description - Details should be provided about the system limitation, and the
potential impact the issue could have if it remains unresolved

• Priority - A priority rating should be assigned to the issue - e.g. high, medium
or low priority

• Assignment/owner - Determine who is responsible for resolving the issue

• Target resolution date - Determine the deadline for resolving the issue.

B) The Council should ensure that, as part of the build and implementation of the
Dynamics 365 system, the limitations of the current CRM system are reviewed to ensure
they will be resolved

MANAGEMENT RESPONSE 

The Council recognises that whilst a log of issues has been kept, this is not a comprehensive 

record. As there is little opportunity to customise or change the system functionality to support 

the new operating model of the Council, (as confirmed in the report from the supplier,) the 

focus is to identify and record the issues to ensure these are built into the specification for the 

replacement system. 
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An updated issues log will continue to be maintained for this purpose but will include additional 

information as recommended. This issues log will form a key part of informing the specification 

for the replacement CRM system. 

Responsible Officer: Grant Hulley (Lead Specialist: ICT Infrastructure) 

Implementation Date: September 2022 (for build specification to be completed) 
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STAFF INTERVIEWED 

BDO LLP APPRECIATES THE TIME PROVIDED BY ALL THE INDIVIDUALS INVOLVED IN THIS REVIEW 
AND WOULD LIKE TO THANK THEM FOR THEIR ASSISTANCE AND COOPERATION. 

Sue Green Customer, Community and Casework Manager 

Cheryl Hughes Programmes, Performance and Governance Manager 

Hannah Wheatley Specialist Services Manager 

Lauraine Brunt Senior Casework Coordinator 

Jayne Stevens Senior Casework Coordinator 

Nicola Syder Senior Community Engagement Coordinator 

Luke Daley Customer Solutions Coordinator 

Joanne Bratt Senior Customer Solutions Coordinator 
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APPENDIX I – DEFINITIONS 

LEVEL OF 
ASSURANCE 

DESIGN OF INTERNAL CONTROL FRAMEWORK OPERATIONAL EFFECTIVENESS OF CONTROLS 

FINDINGS 
FROM REVIEW 

DESIGN 
OPINION 

FINDINGS 
FROM REVIEW 

EFFECTIVENESS 
OPINION 

Substantial  Appropriate 
procedures and 
controls in place to 
mitigate the key 
risks. 

There is a sound 
system of internal 
control designed to 
achieve system 
objectives. 

No, or only minor, 
exceptions found in 
testing of the 
procedures and 
controls. 

The controls that are 
in place are being 
consistently applied. 

Moderate  In the main there 
are appropriate 
procedures and 
controls in place to 
mitigate the key 
risks reviewed albeit 
with some that are 
not fully effective. 

Generally, a sound 
system of internal 
control designed to 
achieve system 
objectives with some 
exceptions. 

A small number of 
exceptions found in 
testing of the 
procedures and 
controls. 

Evidence of non-
compliance with 
some controls, that 
may put some of the 
system objectives at 
risk.  

Limited  A number of 
significant gaps 
identified in the 
procedures and 
controls in key 
areas. Where 
practical, efforts 
should be made to 
address in-year. 

System of internal 
controls is weakened 
with system 
objectives at risk of 
not being achieved. 

A number of 
reoccurring 
exceptions found in 
testing of the 
procedures and 
controls. Where 
practical, efforts 
should be made to 
address in-year. 

Non-compliance with 
key procedures and 
controls places the 
system objectives at 
risk. 

No  For all risk areas 
there are significant 
gaps in the 
procedures and 
controls. Failure to 
address in-year 
affects the quality of 
the organisation’s 
overall internal 
control framework. 

Poor system of 
internal control. 

Due to absence of 
effective controls 
and procedures, no 
reliance can be 
placed on their 
operation. Failure to 
address in-year 
affects the quality of 
the organisation’s 
overall internal 
control framework. 

Non-compliance 
and/or compliance 
with inadequate 
controls. 

RECOMMENDATION SIGNIFICANCE 

High  A weakness where there is substantial risk of loss, fraud, impropriety, poor value for money, or 
failure to achieve organisational objectives. Such risk could lead to an adverse impact on the 
business. Remedial action must be taken urgently. 

Medium  A weakness in control which, although not fundamental, relates to shortcomings which expose 
individual business systems to a less immediate level of threatening risk or poor value for 
money. Such a risk could impact on operational objectives and should be of concern to senior 
management and requires prompt specific action. 

Low  Areas that individually have no significant impact, but where management would benefit from 
improved controls and/or have the opportunity to achieve greater effectiveness and/or 
efficiency. 
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APPENDIX II - TERMS OF REFERENCE 

PURPOSE OF REVIEW 

The purpose of this review is to assess areas such as effectiveness of the CRM system and 

whether it has delivered the benefits it was expected to deliver 

KEY RISKS 

• Expected benefits of the CRM system were not identified as part of the procurement
process and/or expected benefits have not been reviewed to assess if they have been
achieved

• Performance indicators have not been set and/or are not being monitored and
reported against

• Since its role out, the Council has not taken steps to identify and address the
limitations of the system

• The Council has not established future actions to ensure the customer relationship
process is improved

SCOPE OF REVIEW 

The following areas will be covered as part of this review: 

• We will assess whether a benefits realisation document was developed as part of the
procurement of the system and whether this has been measured against 
• We will review KPIs for the CRM system and confirm whether these are being met and if
they are reported against 
• We will establish the work completed to identify and record the known issues of the
system including review of the Firmstep consultancy report 
• We will identify what actions and steps are being taken to improve the processes in
place regarding customer relationship management and if these are sufficient. 

However, Internal Audit will bring to the attention of management any points relating to other 
areas that come to their attention during the course of the audit. We assume for the purposes 
of estimating the number of days of audit work that there is one control environment, and 
that we will be providing assurance over controls in this environment. If this is not the case, 
our estimate of audit days may not be accurate. 

APPROACH 

Our approach will be to conduct interviews to establish the controls in operation for each of 
our areas of audit work. We will then seek documentary evidence that these controls are 
designed as described. We will evaluate these controls to identify whether they adequately 
address the risks. We will seek to gain evidence of the satisfactory operation of the controls 
to verify the effectiveness of the control through use of a range of tools and techniques. 
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